SO NONG NGHIEP VA PTNT HAI PHONG CONG HOA XA HQI CHU NGHIA VIET NAM

BAN QUAN LY CANG CA, BEN CA Poc 1ap - Tw do - Hanh phic
Sé:11 /QD-QLCC Hdi Phong, ngay 14 thang3 ndm 2024
QUYET PINH

Ban hanh Quy ché bio dam an toan théng tin mang
tai Ban Quan Iy cang c4, bén ca

GIAM POC BAN QUAN LY CANG CA, BEN CA

Can cur Ludt An toan thong tin mang ngay 19 thang 11 nam 2015; Ludt An ninh
mang ngay 12 thang 6 nam 2018;

Can cir Nghi dinh sé 85/2016/ND-CP ngay 01 thing 7 nam 2016 ciia Chinh
phii vé bao dam an toan hé théng théng tin theo cdp dj;

Can cir Quyét dinh sé6 05/2017/0D-TTg ngay 16 thang 3 nam 2017 cia Thi
twémg Chinh phii ban hanh quy dinh vé hé thong phwong dn g cikbu khan cdp bao
ddam an toan théng tin mang quoc gia;

Can cir Théong tw s6 03/2017/TT-BTTTT ngay 24 thang 4 nam 2017 cia B
Théng tin va Truyén théng quy dinh chi tiét va hudng dan mét sé diéu ciia Nghi dinh
s6 85/2016/ND-CP ngay 01 thang 7 niam 2016 ciia Chinh phii vé bdo dam an toan
hé théng théng tin theo cdp do;

Can cit Théng tw s6 31/2017/TT-BTTTT ngay 15 thang 11 nam 2017 ciia BS
Thong tin va Truyén théng quy dinh hoat dong gidm sdt an toan hé thong théng tin;

Can cir Quyét dinh sé 2993/2016/0P-UBND ngay 30 thang 11 ndm 2016 ciia
Uy ban nhén ddn thanh pho ban hanh quy ché dam bdo an todn, an ninh théng tin
trong hoat dong ung dung cong nghé thong tin cua cac co quan nha nuoc trén dia
ban thanh phé Hai Phong;

Can cir Quyét dinh s6 236/0P-UBND ngay 30 thang 01 nam 2023 ciia Uy ban
nhdn ddn thanh phé vé kién toan co cdu t6 chirc ciia Ban Qudn 1y cdng cd, bén cd
triee thuéc So Nong nghiép va Phat trién néng thon;

Can cir Quyét dinh s6 413/0D-STTTT ngay 31 thang 12 nam 2021 cia S¢
Théng tin va truyén théng vé viéc phé duyét cap do an toan hé théng thong tin ciia
S& Nong nghiép va Phdt trién néng thon;

Can cir Quyét dinh s6 276/QD-SNN ngay 28 thang 6 nam 2017 ciia S Nong
nghiép va Phdt trién néng thon vé viéc ban hanh Quy dinh chitc ndng, nhiém vu,
quyén han ciia Ban Quan Iy cang cd, bén cd;
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Can cir Quyét dinh so 69/0P-SNN ngay 05 thang 3 nam 2024 ciia S¢ Néng
nghiép va Phdt trién néng thén vé viéc Ban hanh Quy ché bdo dam an toan thong
tin mang va an ninh théng tin cho thiét bi camera gidm sat;

Xét d@é nghi ciia Truwdng phong Phong Hanh chinh;
QUYET PINH :

Piéu 1. Ban hanh kém theo Quyét dinh nay Quy ché bao dam an toan, an ninh
mang tai Ban Quan Iy cang ca, bén ca.

Piéu 2. Quyét dinh nay c6 hiéu luc ké tir ngay ky.

Piéu 3. Lanh dao Ban Quan 1y cang c4, bén ca; thil truong cac phong, cang ca
va vién chtrc, nguoi lao dong thudc Ban Quan 1y cang ca, bén ca; cac co quan, don
vi, to chirc, ca nhan 6 lién quan cin cir Quyét dinh thi hanh./.
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SO NONG NGHIEP VA PTNT HAI PHONG CONG HOA XA HQI CHU NGHIA VIET NAM
BAN QUAN LY CANG CA, BEN CA Poc 1ap - Tw do - Hanh phic

QUY CHE
Bio dam an toan thong tin mang tai Ban Quan Iy cang c4, bén ca
(Ban hanh kém theo Quyét dinh s6 11/0P-QLCC
ngay 14 thang 3 nam 2024 ciia Ban Qudn Iy cdng cd, bén cd)

Chuong I
QUY DINH CHUNG

Picu 1. Muc dich

1. Nhan manh vao su can thiét ctia viéc bao v¢ thong tin va hé¢ thong mang khoi
cac moi de doa va rui ro, dé ra cac giai phap ung pho khi gap su cd6 mat an toan thong
tin mang nham dam bdo mdt moi trudng mang an toan va bao mat.

2. Tao chuyén bién manh mé& trong nhan thic vé an toan thong tin d6i voi
vién chirc, nguoi lao dong tai Ban Quan 1y cang cé, bén ca (dudi diy goi tit 1a
Ban Quan 1y).

Pi¢u 2. Pham vi diéu chinh, d6i twong ap dung

1. Pham vi diéu chinh: Quy ché nay Quy dinh vé bao dam an toan, an ninh
mang thong tin trong cac hoat dong ciia Ban Quan ly.

2. Béi tuong 4p dung:

a) Ap dung voi tat ca vién chirc, nguoi lao dong 1am viéc tai Ban Quan 1y theo
hop ddng lam viéc, hop dong lao dong, bao gdm ca nguoi lao dong giao két hop
ddng bang miéng, ngudi lao dong 1am viéc ban thoi gian.

b) Céc t6 chirc, ca nhan co lién quan két ndi, st dung hé thong thong tin 1am
viéc, cung cap dich vu cong nghé thong tin va an toan thong tin mang phuc vu hoat
dong tai Ban Quan ly.

Piéu 3. Nguyén tic dam bao an toan thong tin mang

a) Vién chirc, nguoi lao dong truc thudc Ban Quan 1y thude ddi tuong ap dung
Quy ché nay c6 trach nhiém bdo dam an toan, an ninh thong tin mang; xac dinh ro
quyén han trong pham vi xir Iy céng viéc clia minh theo quy dinh ctia phap luat, huéng
dan ctia co quan, don vi cdp trén c¢6 tham quyén va cac quy dinh tai Quy ché nay.

b) Pam bao an toan thong tin mang 14 yéu cau bat budc, thuong xuyén, lién tuc,
c6 tinh xuyén sudt, dong bo tir khi thiét ké, xay dung, van hanh, nang cép va hity bo
(dirng hoat dong) hé thong thong tin. Pam bao an toan thong tin mang phai tun thu
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cac nguyén tac chung, duoc quy dinh tai Diéu 4, Luat An toan thong tin mang va
Piéu 4, Nghi dinh s6 85/2016/ND-CP ngay 01 thang 7 nim 2016 ctia Chinh phu vé
bao dam an toan hé thong thong tin theo cap do.

¢) Viéc bao dam an toan hé thong thong tin duoc thuc hién mot cach tong thé,
ddng b, tap trung trong viée dau tu cac giai phap bao vé, ¢6 su dung chung, chia sé
tai nguyén dé t6i uu hiéu ning, tranh dau tu thira, tring lip.

d) Vién churc va nguoi lao dong thudc Ban Quan ly c6 trach nhiém bao dam an
toan, an ninh théng tin trong pham vi xtr 1y céng viéc ctia minh theo quy dinh cua
Ban Quén 1y, cia Nha nudc va ciia S& Nong nghiép va Phat trién nong thon.

d) Xt 1y su c¢b an toan thong tin mang phai pht hop véi trach nhiém, quyén han
va dam bao lgi ich hop phap ctia Ban Quan ly, cac ca nhan lién quan va theo quy
dinh cua phap luat.

Piéu 4. C4c hanh vi bi nghiém cim

1. Ngan chan viéc truyén tai thong tin trén mang, can thiép, truy nhap, gy nguy
hai, x0a, thay di, sao chép va lam sai 1éch thong tin trén mang trai phap luat.

2. Gy anh hudng, can tré trai phap luat t6i hoat dong binh thuong cua hé théng
thong tin hodc téi kha ning truy nhap hé thong thong tin clia nguoi sir dung.

3. Tn cong, vo hiéu hoa trai phap luat lam mat tac dung cua bién phap bao vé
an toan thong tin mang ctia hé thong thong tin; tin cong, chiém quyén diéu khién,
pha hoai hé thong thong tin.

4. Phat tan thu rac, phﬁn mém ddc hai, thiét lap hé théng thong tin gia mao,
Itra dao.

5. Thu thap, sir dung, phat tan, kinh doanh trai phap luat thong tin c4 nhan cta
nguoi khac; 1oi dung so hd, diém yéu cta hé théng thong tin dé thu thap, khai thac
thdng tin ca nhan.

6. Xam nhap trai phap luat bi mat mat ma va thong tin d@ ma hoa hop phap cia
Co quan, t6 churc, ca nhan; tiét 10 thong tin vé san phém mat ma dan sy, thong tin vé
khach hang sir dung hop phap san phim mat mi dan sy; sir dung, kinh doanh cac
san pham mat ma dan su khong rd ngudn gdc.

7. Ty y dau ndi thiét bi mang, thiét bi cap phat dia chi mang, thiét bi phét song
nhu diém truy cép khong day ctia c4 nhan vao mang ndi bd; trén ciing mot thiét bi
thuc hién déng thot truy cap vao mang ndi bd va truy cap Internet béng thiét bi két
ndi Internet ciia ca nhan (modem quay s6, USB 3G/4G, dién thoai di dong, may tinh
bang, may tinh xach tay).

8. Cac hanh vi bi nghiém cAm duoc quy dinh tai Diéu 8, Luat An ninh mang.
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Chwong I1

QUY PINH CU THE PAM BAO AN TOAN THONG TIN MANG

Pi¢u 5. Pam bio an toan thong tin hé thong mang

1. Cac phong, cang cé va ca nhan co trach nhi€ém quan 1y va bado quan cac trang
thiét bi cong nghé thong tin va tai nguyén mang ndi bd lip dit tai phong lam viéc
cua don vi.

2. Khi phat hién nguy co mét an toan thong tin (canh bao tir phan mém phong
chéng ma doc, may tinh hoat dong cham bat thuong, mat dir li¢u), cac phong, cang
ca va ca nhan phai tat thiét bi cong nghé thong tin, kip thoi bao cao lanh dao truc
tiép quan Iy va bao cdo Giam déc Ban Quan 1y (thdng qua Phong Hanh chinh) dé c6
bién phap hd tro kip thoi.

Pi¢u 6. Quan ly phong chéng phin mém doc hai

1. Tat ca cac may tinh 1am viéc tai cac phong, cang ca phai duogc trang bi phan
mém phong chdng mi doc. Cac phan mém phong chéng ma doc phai duogc thiét 1ap
ché do tu dong cap nhat; ché do tu dong quét ma doc khi sao chép, mé cac tap tin.

2. Khi gtri vin ban dién tr giri qua hé théng thu dién tir phai c6 dinh dang theo
Danh muc tiéu chuan k§y thuat vé tng dung cong nghé thong tin trong co quan nha
nudc nhu: (.txt), (.doc), (.odt), (.pdf) va cac dinh dang khac theo quy dinh, khong
dugc g cac file thuc thi (.com), (.bat), (.exe)...

3. Vién chirc va ngudi lao dong cha dong tim hiéu vé phong chdng ma doc, cac
rti ro do mi doc gay ra; khdng dugc tu v cai dit hodc g& bo cac phan mém khi chua
c6 sy dong ¥ ctia ngudi c6 tham quyén theo quy dinh ctia Ban Quan 1y.

4. TAt ca cac mdy tinh ctia cac phong, cang ca phai dugc cdu hinh nham vo hiéu
hoa tinh ning ty dong thuc thi (autoplay) cac tap tin trén cac thiét bi luu trit di dong.

5. Phidn mém ung dung trude khi dugce cai dat, st dung phai dugc kiém tra xem
co ph?m mém doc hai ton tai hay khong? Tat ca cac tap tin, thu muc phai duoc quét
ma ddc trude khi sao chép, sur dung.

7. Pinh ky hang nam thyc hién kiém tra va do quét phan mém doc hai trén toan
bd hé thdng; thuc hién kiém tra va xir Iy phan mém doc hai khi phat hién dau hiéu
hodc canh bao vé dau hiéu phén mém ddc hai xut hién trén hé théng.

Piéu 7. Pam bao an toan thong tin trang thiét bi cong nghé thong tin ca nhan

1. Vién chure, nguodi lao dong chiu trach nhiém vé dam béo an toan thong tin
thiét bi do minh quan Iy va sir dung.

2. Céc thiét bi cong nghé thong tin ca nhan phai dugc cai dit va cap nhat thudng
xuyén phan mém phong chdng ma doc; thuc hién kiém tra, ra quét bang phan mém
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phong chéng ma doc khi sao chép, md cac tap tin hodc trudc khi két ndi cac thiét bi
luu trit dir li¢u di dong véi may tinh ctia minh.
3. Ca nhan chiu trach nhi¢m va c6 bi¢n phap dam bdo an toan thong tin, tranh
bi 10 lot dir liéu khi thuc hién bao hanh, bao dudng, sira chira hoac bao tri thiét bi do
minh quén 1y.

4. Khi ngimg str dung thiét bi cong nghé thong tin ca nhan, c4 nhan phai thuc
hién ti€u huy dir liéu theo quy dinh.

Piéu 8. Kiém tra viéc tuan thit quy dinh vé an toan théng tin va hi¢u qua
cia bién phap bao dim an toan thong tin

1. Noi dung kiém tra, danh gia:

a) Kiém tra viéc xac dinh cap do an toan hé thong thong tin va trién khai phuong
an bao dam an toan thong tin; kiém tra hi¢u qua ctia cac bién phap bao dam an toan
thong tin.

b) Kiém tra cong tac giam sat an toan thong tin; img ctru su ¢b an toan thong tin.
¢) Kiém tra cac noi dung khac tai Quy ché nay.

Piéu 9. Trach nhiém ciia by phan phu trach vé an toan thong tin, don vi
cung cip dich vu

1. Céc phong, cang ca thuc hién nhiém vu bao dam an toan thong tin va Gng
ctru sy ¢b an toan thong tin mang theo cac quy dinh tai Quy ché nay.

2. Pon vi cung cép dich vu co trach nhiém bao dam cung cip day du cac
thanh phan, chirc nang; thiét ké, thiét 1ap hé théng dap tmng cac yéu cau ky thuat
theo quy dinh.

3. Quan ly, van hanh, bao dam an toan thong tin cho cic thanh phan hé thong
thudc pham vi quan ly ciia minh tuédn thu cac quy dinh tai Quy ché nay.

Chuong III
TO CHUC THUC HIEN

Piéu 10. T6 chire trién khai, thue hién

1. Vién chtric, nguoi lao dong thudc Ban Quan ly c6 trach nhiém thyc hién Quy
ché nay.

2. Giam déc, cac Pho Giam déc Ban Quan 1y t6 chuc kiém tra, giam sat, don
dbc cac phong, cang ca dugc giao phu trach thuc hién Quy ché nay.

3. Thu truong cac phong, cang ca:

a) Trién khai, ph6 bién noi dung Quy ché nay dén nguoi lao dong thudc tham
quyén quan 1y.
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b) Phan cong cong viéc cua vién chuc, nguoi lao dong dam bao yéu cau: khong
tang lao dong khi chua phat sinh khoi lugng cong vi¢c, hoan thanh cong viéc duogc
giao vé sO luong, chat luong.

4. Phong Hanh chinh:
a) Tham muu, gitp Giam déc Ban Quan 1y thuc hién Quy ché nay.

b) Tiép nhan phan anh khé khan, vuéng mac khi thyc hién hodc khi ¢c6 su thay
d6i vé ché do chinh sach lién quan dén Quy ché nay dé dé xuat Giam ddc Ban Quéan
ly xem xét, diéu chinh, bd sung.

5. Cac doan thé trong Ban Quén Iy:
a) Tham gia thuc hién Quy ché nay.

b) Thyc hién cong tac giam sat theo quy dinh dé dam bao tinh cong khai, minh
bach, khach quan.

6. Giai quyét kién nghi lién quan dén Quy ché nay: do Giam ddc Ban Quan 1y
xem xét, giai quyét hodc uy quyén cho mot Pho Giam ddc Ban Quan 1y thay mat
Giam ddc Ban Quan Iy xem xét, giai quyét.

Piéu 11. Sira d6i, bd sung Quy ché

1. Quy ché nay duoc stra d6i, bo sung trong cac truong hop:

a) Nha nudc c6 thay doi vé chinh séch, phap luat lién quan dén bao dam an toan
thong tin mang.

b) Hoic trong qua trinh thyc hién c6 su thay d6i trong huéng dan cua cac co
quan chirc nang, c6 tham quyén.

¢) Can ctr kién nghi, d& xuit ctia nguoi lao dong, Giam ddc Ban Quan 1y chi
dao stra d6i, b6 sung Quy ché phu hop véi tinh hinh thyc tién.

2. Trong qua trinh thyc hién, néu c6 vudng mic, cac phong, cang ca phan anh
vé Ban Quan 1y (thong qua Phong Hanh chinh) dé tong hop./.
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